ABSTRACT We propose dual un-compressed video watermarking algorithms based on human visual system and scale invariant feature transform (SIFT) in the contourlet domain. First, every frame is decomposed by contourlet transform to obtain the low-frequency band and several high-frequency sub-bands in different directions. The energy value of every high-frequency sub-band is calculated. The low-frequency sub-band and the high-frequency sub-bands of the largest energy values are chosen to be embedded into watermarking signals. Second, the first watermarking algorithm is realized to embed watermarking signals by adjusting the size ratio between the coefficient histograms of low-frequency sub-band because the coefficient histogram of low-frequency sub-band possesses invariance to conventional geometric transform. Third, to the second watermarking algorithm, the human visual masking threshold based on contourlet domain is calculated as the maximum embedding tolerance, which is embedded in the largest energy value of the high-frequency sub-band as watermarking signals to guarantee the imperceptibility. Finally, when the watermarked video frame suffered from geometrically attacks, the SIFT and fine corrections are combined to effectively correct and restore the synchronization between geometrically attacked video frames and watermarking signals. The experimental results indicate that: 1) the visual masking based on video motion information in the contourlet domain can effectively improve the transparency and 2) combining the histogram mapping in low-frequency sub-band coefficients with SIFT and fine corrections can resist common geometric attacks and therefore improve the robustness of the watermarking algorithm.
I. INTRODUCTION
The continuous developments of network technology have increased the popularization rate of smart devices in the society. An increasing amount of digital media information has been widely and rapidly disseminated through high-speed networks by using smart devices. Owing to the immediacy of network transmission and the real-time interaction of smart devices in processing information, people can conveniently, quickly, and efficiently download, distribute, and use various digital medias. High-speed network and smart devices allow timely and convenient information exchange, but digital media information is susceptible to unintentional or intentional tampering and destruction. As a result, effective
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Video watermarking refers to the addition of copyright information into video sequences to protect the owner's copyright of videos. Video watermarking is required to obtain high transparency, real-time performance and robustness in copyright protection. Robust watermarking algorithm of video against geometric attacks is a major research topic in recent years. Geometric attack is a special synchronous attack, which is implemented a global or local affine transformation or projection transformation to watermarked image or video frame. When the image or video frame is subjected to geometric attacks, the watermarking signals are still stored in the attacked digital works. However, the watermarking signals cannot be correctly located from the initial position of the digital works, and the synchronization between the watermarking signals and the digital works cannot be guaranteed.
Although some previous works suggested that geometric attacks are rather rare in practice [1] , [2] , the geometric attacks in video can be easily implemented in a nonlinear manner, and the watermarking signals, which are embedded in the video sequence can be easily desynchronized. As a result, the robustness to geometric attacks are a critical requirement to video watermarking. Real-time performance is also an important requirement of video watermarking. In many practical video watermarking applications, they be required that the watermarking signals could be embedded and extracted in real time. This paper focus on the copyright protection of un-compressed video sequence, the robustness to geometric attack, transparency and real-time performance as important requirements have been fully considered and good experimental results are obtained.
The rest of paper is organized as follow: in the next section, the related work and the state-of-the-art literatures of video watermarking algorithm for resisting to geometric attacks are discussed. In section III, a dual video watermarking algorithm based on the SIFT and HVS is proposed. In section IV, the detection and correction of geometric attacks is performed by using the SIFT and fine correction. In section V the watermarking extraction algorithm is described. The experimental results are presented to evaluate the performance of this work in section VI. The conclusion of this paper is given in the section VII.
II. RELATED WORK AND TECHNOLOGY

A. ANTI-GEOMETRIC ATTACK WATERMARKING ALGORITHM
The traditional anti-geometric attack watermarking algorithms are roughly divided into three categories [3] - [12] : (1) using image normalization of invariant moment to investigate the capability of the watermarking algorithm against geometric attacks; (2) finding the geometric invariance in the carrier image to realize synchronization between the carrier image and watermarking signals; (3) embedding a reference template into the carrier image for estimating geometric attacks when the carrier image is subjected to geometric attacks, the template is used to maximize the recovery of original information.
Li et al. [9] contributed that the original image is decomposed by non-sampled contourlet transformation (NSCT). The optimized feature points are obtained by using SIFT for low-frequency sub-band coefficients. These optimized feature points are constructed reference region as watermarking embedding region to embed the odd-even quantized watermarking signals. Thus, the embedding capacity of the watermark is limited. Wang et al. [11] put forward a video watermarking algorithm against geometric attacks. The algorithm performs discrete wavelet transform (DWT) to every frame and utilizes the geometric invariance of histogram shapes in the low-frequency sub-band coefficients to resist geometric attacks. The algorithm exhibits strong capability of anti-geometric attack, but the algorithm ignores the human visual masking characteristics of the watermark. Yamasaki et al. [12] proposed a non-blind watermarking algorithm against nonlinear geometric attacks, which uses SIFT feature points to indicate the copyright protection information and to record the location information of the image blocks after geometric attacks. The algorithm involves two assumptions. First, the nonlinear geometric attacks in the local regions are considered as linear geometric attacks. Second, SIFT is robust to nonlinear geometric attacks. However, our previous studies have been showed that SIFT presents correction errors under linear geometric attacks. The correction accuracy of SIFT also needs to be improved.
The calculation of normalization of invariant moment is simple and fast, but the normalization of invariant moment carries less internal structure and direction information of the image or video frame. Furthermore, the normalization of invariant moment isn't so robust to convention geometric attacks. Through the steps of constructing scale space, detecting extreme and confirm key-points are employed to create SIFT feature points. The feature points are extracted by the SIFT algorithm, which contained more multi-dimensional image feature information, as a result, the robustness is more improved than the of normalization of invariant moment. SIFT is widely used in many image processing fields, such as object detection and recognition, image registration and fusion, texture recognition, scene classification and so on. In this study, the SIFT algorithm has two purposes: one is that SIFT is used as a detection trigger to determine whether the watermarked video frame is subjected to geometric attacks or not. The other is to obtain and register the feature points to perform correction between the original frame and the geometric attacked watermarked frame by using SIFT. Based on the principle of affine transformation, the affine transformation matrix can be deduced by using three pairs of correct feature points, as shown in Eq. (1) . When the watermarked video frame suffered geometric attacks, the feature points can be obtained by SIFT. Through the affine transformation matrix, the transformation parameters of geometric attacks could be calculated.

Instead of embedding watermark in the geometric invariant region of SIFT. Our proposed algorithm can embed the watermarking signals in the entire video frame. The embedding capacity of this proposed algorithm is larger than that of reference literature. Contourlet transform is one of the multiscale transforms that presented more flexible multi-scale description of an image than other transforms. After contourlet decomposition, the edge probability distribution of the direction subband coefficients can be satisfied by generalized Gaussian model. The Contourlet coefficients of an image show more redundancy, which indicates that the Contourlet coefficients of the image possess much embeddable space [7] , [12] - [16] . Wu et al. [7] proposed a video watermarking algorithm in the contourlet domain. Every frame in the same shot is decomposed by contourlet transform. The band-pass components are selected to implement the independent component analysis. The scrambling watermark is embedded into the motion component by using the nearest neighbor feature value. Song et al. [14] propose a contourlet-based image adaptive watermarking algorithm, in which the watermark is embedded into the contourlet coefficients of the largest detail sub-bands of the image. Chen and Zhao [15] provide a scheme based on contourlet transform and principal component analysis (PCA). The scheme uses the principal components of the largest contourlet coefficients of the last directional sub-band of the cover image to embed the watermark. Meanwhile, with the noise visibility function (NVF), the watermarking strength is adjusted adaptively to preserve the perceptual quality of the image.
We propose a dual video watermarking based on SIFT and human visual system (HVS) in the contourlet domain. First, every frame is decomposed by contourlet transform to obtain the low-frequency band and several high-frequency sub-bands in different directions. The energy value of every high-frequency sub-band is calculated. The low-frequency sub-band and the high-frequency sub-band of the largest energy values are chosen to be embedded into watermarking signals. Second, the low-frequency sub-band coefficient histogram possesses invariance to conventional geometric transform. Watermarking signals are embedded by adjusting the size ratio between the low-frequency sub-band coefficient histograms. Third, the largest energy value of the high-frequency sub-band is chosen as embedding region. The human visual masking threshold based on contourlet domain is calculated as the maximum embedding tolerance of watermarking in the high-frequency sub-band. Finally, when the watermarked video frame suffered from geometrically attacks, the SIFT and fine corrections are combined to effectively correct the geometrically attacked video frames. Furthermore, the watermarking signals can be correctly extracted after suffering attacks, especially, geometric attacks. The texture information corresponds to the transformation frequency of the grayscale. When the texture information of the frame is rich, the transformation frequency is fast. In the contourlet domain, the transformation frequency can be reflected in the energy distribution of the high-frequency sub-band. When the texture information is rich, the energy value of the high-frequency sub-band is large.
III. IMPLEMENTATION OF DUAL
Definition 1: Energy value of the high-frequency subband in the contourlet domain. First, the video sequence is segmented into frames F (x, y). Contourlet transform is performed on each frame F(x, y), where (x, y) is the coordinates of the pixels in the frame F to obtain a series of high-frequency sub-bands C j,k (u, v) , where (u, v) is the position coordinate of the contourlet transform domain that corresponds to the pixel with a spatial coordinate value of (x, y); j and k represent the sub-bands in the j-th layer of the k-th direction. All the high-frequency sub-bands C j,k (u, v) that are obtained after contourlet transformation are used to calculate the energy value, as shown in Eq. (2) . M j,k , N j,k represent the width and height of the j-th layer of the k-th direction sub-band, respectively. When the energy value E j,k (u, v) is larger, the direction sub-band contains more detailed information of the frame.
Then, the high-frequency sub-band C j,k (u, v) with the largest energy value is divided into non-overlapped blocks b j,k (u, v) .
The ratio of the energy value E b j,k (u, v) of every block b j,k (u, v) and E max j,k (u, v) is calculated to provide the texture features of the sub-band C j,k (u, v), as given in Eq. (4) .
The visual masking of texture E (u, v) is normalized to obtain E (u, v). E (u, v) is used instead of the normalized E (u, v) to simplify the notation.
2) VISUAL MASKING OF FREQUENCY IN THE CONTOURLET DOMAIN
When the video frame is decomposed by contourlet transformation, a low-frequency sub-band and a series of direction high-frequency sub-bands are obtained. We suppose that different layers j (j=1, 2, 3, 4) and direction sub-bands k (k=1, 2, 3, . . . . . . , 2 j+1 ) are existed. The visual masking of frequency in the contourlet domain is shown as Eq. (5), where n is the sub-band control parameter, in this paper, n is equal to 1.
where,
3) VISUAL MASKING OF EDGE IN THE CONTOURLET DOMAIN
The edge information can easily cause human visual perception. As a result, the watermarking signals are embedded into at the edge should be avoided. We calculate the standard deviation V (u, v) for each b j,k (u, v) to express the edge information, as shown in Eq. (6) .
where 
4) VISUAL MASKING OF BRIGHTNESS IN THE CONTOURLET DOMAIN
Weber's contrast sensitivity curve indicates that the human visual system presents different sensitivities to dissimilar brightness levels. When the brightness value is a middle grayscale, the visual sensitivity is maintained a constant. The visual sensitivities of brightness are shown in Eq. (7).
where β is the maximum value of brightness contrast sensitivity. I 1 and I 2 are the brightness control parameters.
5) CALCULATION OF THE HVS MASKING THRESHOLD OF STATIC IMAGE BASED ON THE CONTOURLET DOMAIN
The HVS masking threshold of static image based on the contourlet domain is calculated by Eq. (8).
where T 1 and T 2 represent the texture and edge thresholds, respectively. When E(u, v)≥T1 and V(u, v)≤T2, it means that block b j,k (u, v) contains more texture information and less edge, the
for simplifying the notation.
6) CALCULATION OF THE HVS MASKING THRESHOLD OF MOTION CHARACTERISTICS
To guarantee the transparency of the video watermarking, we consider not only the HVS masking threshold of static image in contourlet domain JND s (u, v) but also the visual masking threshold of the motion characteristics in the video sequence. Three motion characteristics are considered to calculate the HVS masking threshold of motion characteristics:
(1) visual masking threshold of velocity, (2) visual masking threshold of deformation, and (3) visual masking threshold of moving angle. Based on our previous research results about the moving characteristic of masking threshold JND t (u, v) obtained for each video frame [18] . We obtain JND t (u, v) by using the same normalization calculation as JND s (u, v) . We still use JND t (u, v) to denote the normalized JND t (u, v) for simplifying the notation. The non-linear formula, which is contained the visual masking of static image and motion characteristics is obtained, as shown in Eq. (9).
where α is the control parameter used to ensure that JND (u, v) as the watermark embedding maximum strength will not decrease the visual quality.
B. WATERMARKING EMBEDDING ALGORITHM OF LOW FREQUENTCY
After contourlet transform, the watermarking signals are embedded into the low-frequency band, which can resist a variety of intentional or unintentional attacks, but the embedded watermarking signals may reduce the visual quality of the video. In [7] , it proposed that the gray histogram of VOLUME 7, 2019 the image does not change significantly after being subjected to geometric attacks. Therefore, the gray histogram is invariant to common geometric attacks. The low-frequency sub-band coefficients in the contourlet domain represent the approximate information of the original video frame, the histogram of the low-frequency sub-band coefficients in the contourlet domain should also be invariant to common geometric attacks. The experimental results show that the histogram of the low-frequency sub-band coefficients in the contourlet domain presents the same invariance. Therefore, we adapt the histogram of the low-frequency sub-band coefficients for watermark embedding. The specific steps are as follows:
(1) Watermarking signals are preprocessed. A key is used to generate the chaos sequence O, which possesses the same length L w as the watermarking sequence scrambles the original one-dimensional binary watermarking sequence X to get the scrambled watermarking sequence W, W = G (X, O) , where G is the scramble function. Thus, the watermarking sequence is
(2) Video sequence is divided into frames. Each frame is decomposed by contourlet transform to obtain the low-frequency sub-band LL. The average value of low-pass sub-band coefficients avg is obtained. Furthermore, the histograms of the low-pass sub-band coefficients are calculated. Not all the low-frequency sub-band coefficients are suitable for embedding. In this study, region selection is performed using Eq. (10). In the formula, u is the adjustment parameter. The width of the embedding region R must be two times greater than the number of watermark signals L w .
(3) The main stripe region R of histogram of low-frequency coefficients is divided into bins. Every bin possesses two adjacent strip regions, which are denoted as H 1 and H 2 . h 1 and h 2 are the numbers of coefficients of H 1 and H 2 , respectively. The watermarking signal is embedded by adjusting the number of h 1 and h 2 , where T is the threshold for controlling the robustness of the embedded watermark and the transparency of the video frame. The specific steps of the embedding algorithm are as follows:
If (w i == 1) and (h 1 /h 2 < T ) From h 2 , I 1 coefficients are randomly selected and added to h 1 such that (h 1 
From h 1 , I 1 coefficients are randomly selected and added to h 2 , such that (h 2 + I 1 )/(h 1 − I 1 ) ≥ T ; End (4) Steps (2) to (3) are repeated until all video frames are embedded with watermarking signals.
C. WATERMARKING EMBEDDING ALGORITHM OF HIGH FREQUENTCY
The high-frequency sub-band with the largest energy value is selected for watermark embedding. The visual masking threshold as the embedding strength is calculated to guarantee the visual quality of the video will not decrease obviously.
The human visual masking properties of the static image and the motion characteristics of the video are fully considered to calculate the human visual characteristics based on the contourlet domain and thus ensure that the video watermarking is transparent and adaptable, as above-mentioned in Section II. First, the video sequence is divided into frame, every frame is considered as a static image. The visual masking threshold JND s (u, v) of the static image block B (x, y) in each frame is calculated. Second, because the video sequence has the temporal property, which is different from static image, the motion characteristics of the moving object in the video frame are analyzed to obtain the human visual masking threshold JND t (u, v) . Finally, the human visual masking threshold JND s (u, v) of the static image and the human visual masking threshold JND t (u, v) of the video motion characteristics are combined by the nonlinear formula to obtain the human visual masking threshold JND (u, v) of video sequence as the maximum embedding strength to embed into video sequence. The following steps are used to embed the watermarking signals in the high-frequency subband of the largest energy value.
(1) Watermarking signals are preprocessed. A key is used to generate the chaos sequence O, which possesses the same length L w as the watermarking sequence W scrambles the original one-dimensional binary watermarking sequence X to get the scrambled watermarking sequence W, W = G (X, O) , where G is the scramble function. Thus, the watermarking sequence is W = {w i |w i ∈ { −1,
(2) Video sequence is divided into frames. The luminance channel Y of every frame is used to calculate the human visual masking threshold JND (u, v). The frame is decomposed by contourlet transform. The high-frequency sub-band with the largest energy value is selected for embedding watermarking signals. The high-frequency sub-band with the largest energy value is divided into 4×4 non-overlapped blocks and denoted as b (u, v) . 
The watermarking embedding algorithm is described as follows:
In the formula above, dif means the difference of coefficients between two adjacent sub-blocks.
If
else
end end In the formulas above,
denote the high-frequency sub-band coefficients with the largest energy value before and after embedding watermarking signals, respectively.
When w i == 1, the difference of coefficients between two neighboring sub-blocks is dif > JND, which indicates that the neighboring sub-blocks b 1 (u 1 , v 1 ) and b 2 (u 2 , v 2 ) are already embedded with watermarking signal and the subband coefficients will no be modified to ensure the transparency of the watermark. If dif ≤ JND, then the sub-band coefficients are adjusted to embed the watermarking signals by using Eq. (14) . The total amount of watermark signals, which are embedded in the adjacent sub-blocks, does not exceed JND (u, v) .
When each frame is embedded the watermarking signals by using the proposed method, the video frame is processed with inverse contourlet transformation to get the embedded video frames, until all of frames are processed.
IV. DETECTION AND CORRCTION OF GEOMETRIC ATTACKS
In this study, the geometric invariance principle of SIFT is used to detect whether a video frame with watermarking signals is subject to geometric attacks or not. If the frame is subject to geometric attacks, the frame only changes the pixels position in the space domain without modifying the pixels value. The SIFT algorithm is used to acquire the matching feature points from the original and attacked frames. Three pairs of matching feature points are obtained in accordance with the principle of affine transformation. By using the obtained three pairs of matching feature points, six equations can be obtained by Eq. (1). The six geometric transformation parameters (a11, a12, a13, a21, a22, a23) in the affine transformation matrix B are calculated by these six equations. The type of geometric attack and corresponding geometric attack parameters suffered by the video frame can be concluded from affine transformation matrix B. In Table. 1, it shows the comparison of SIFT and other feature detection algorithms. From Table. 1, it can be concluded that the calculation time of the ORB is the shortest, the calculation time of the SIFT is the longest, and the SURF is an improvement of the SIFT, the calculation time of the SURF is less than that of the SIFT. Compared with the number of matching feature points, the number of matching feature points extracted by SIFT is the most, followed by SURF, and the number of feature points of ORB is the least. When a video frame is subjected to geometric attack, such as rotation transform or scale transform, SIFT can still extract more and correct feature points, and the number of correct feature points extracted by the ORB is reduced. The original video frame and the geometric attacked video frame are shown in Figure. 2. In Figure. 2 (a), 2 (b), and 2 (c), the original video frame, the original video frame for scaling at 1.2 times, and the original video frame for rotation at 5 • are shown, respectively.
A. SIFT FEATURE POINTS FOR DETREMINING THE TYPE OF VIDEO FRAME BEING ATTACKED
SIFT feature points are used to estimate the inverse transform parameters to realize correction when the video frame is suffered from geometric attacks. The affine matrix is used to VOLUME 7, 2019 determine whether the video frames are subjected to geometric attacks. Figures. 3 (b) and Figures. 3 (d) show the SIFT correction results for the scaling and rotation attacked frame, respectively. The experimental results prove that the SIFT matching algorithm exerts a good correction effect in translation transformation. However, a certain degree of correction error exists in rotation and scaling transformation. As a result, the fine correction algorithm is introduced to secondary correct the SIFT correction errors in rotation and scaling transform. 
B. FINE CORRECTION
The fine correction algorithm can realize the secondary correction of geometrically attacked video frames to increase the correction precision. A subtle deviation in the calculation of affine transformation matrix is found because the feature points have matching accuracy error by using SIFT correction algorithm. This subtle deviation will result in incomplete correction of video frames. The incomplete correction will lead to failure restore watermarking signals with the host image synchronization, thereby affecting the correct extraction of watermark signals. Therefore, a fine correction algorithm is proposed in this paper. When the deviation of the initial correction of SIFT reaches a threshold value, a fine correction algorithm is used to correct the SIFT correction result. The specific steps of the algorithm are as follows:
(1) Four corner points in the original video frame are constructed. The positions of the four corner points are assumed to be distributed in A 1 (x 1 , y 1 ), A 2 (x 2 , y 2 ), A 3 (x 3 , y 3 ) , Figure. (2) Four square areas are built by using the four squares H 1 , H 2 , H 3 , H 4 as the center for the fine correction video frame. the width of each square area is r = 2d. The pixels contained in the four squares are search templates, and the entire video frame is used as a search area. The search template is matched in the entire video frame by using a perceptual hashing algorithm. The most similar image block in the video frame to the search template is determined.
(3) Four points A 1r (x 1r , y 1r ), A 2r (x 2r , y 2r ), A 3r (x 3r , y 3r ) and A 4r (x 4r , y 4r ) in the geometrically attacked frames are correspond to A 1 (x 1 , y 1 ), A 2 (x 2 , y 2 ), A 3 (x 3 , y 3 ), and A 4 (x 4 , y 4 ), as shown in Figure. 5. The process of scaling sing fine correction is as follows: the adjusted scaling formulas are shown as Eq. (17) and (18) .
Y_error = N 2 y 3 -y 1 − y 3r -y 1r
In the formulas above, M and N denote the width and height of the original video frame, respectively. When the scale deviations X_error and Y_error exceed a certain threshold, scaling fine correction is performed. The width and height of the SIFT correction frame are denoted as M and N , respectively. The width and height of the fine correction frame are denoted as M +X_error and N +Y_error, respectively.
The process of rotated fine correction is as follows: first, rotated angles α 1 , α 3 are calculated between the vectors (x 2 − x 1 , y 2 − y 1 ), (x 4 − x 3 , y 4 − y 3 ) and the positive direction of x-axis by using Eq. (19) and (20) .
The rotated angles α 2 , α 4 are calculated between the vector (x 4 − x 2 , y 4 − y 2 ), (x 3 − x 1 , y 3 − y 1 ) and the positive direction of y-axis by using Eq. (21) and (22).
Then, rotated angles α 1r , α 3r between (x 2r − x 1r , y 2r − y 1r ), (x 4r − x 3r , y 4r − y 3r ) and the positive direction of x-axis are obtained using Eq. (23) and (24) . Rotated angles α 2r ,α 4r between (x 4r − x 2r , y 4r − y 2r ), (x 3r − x 1r , y 3r − y 1r ) and the positive direction of y-axis are obtained using Eq. (25) and (26) .
Finally, the rotated angle correction value α xerr and α yerr are obtained by using Eq. (27) and (28). When α xerr or α yerr exceeds a certain threshold, fine correction is performed in the opposite direction.
The SIFT algorithm is used to correct the original video frame with the side length enlarged at 10% and rotated at 200 • . The attack parameters estimated by the SIFT radiometric transformation matrix are rotated at 200.015 • and scaled at 1.210 times. We use the above-mentioned fine correction algorithm, including the SIFT correction, to correct the video frame and thus improve the correction accuracy the fine correction results in Table. Tab. 1 is showed the comparison of SIFT, combining SIFT with fine correction after various geometric attacks. The experimental results show that combining SIFT with fine correction can effectively improve the accuracy of SIFT correction. The synchronization between watermark signal and host video frame is restored, and the bit error rate (BER) of watermark extraction is decreased.
V. WATERMARKING EXTRACTION ALGORITHM
In the embedded video sequence, the video sequence is divided into frames, and the watermark signal is extracted from each frame. The embedded video sequence contains two watermark signals. Thus, the watermarking signal can be extracted in accordance with different frequency bands when embedding. The two embedding algorithms described in this paper are blind watermarking algorithms, and they can detect and extract watermark signals from each frame without considering the original video sequence.
A. WATERMARKING EXTRACTION ALGORITHM OF LOW FREQUENCY
(1) The watermarked video frame is transformed by contourlet transform to obtain the low-frequency sub-band coefficient LL and coefficient histogram.
(2) The width control parameter u of the embedding zone is obtained. The embedding region R of the watermark is calculated, by Eq. (10). In the embedding region R, h1 and h2 are used to represent the number of coefficients of two adjacent bins in the histogram. The extraction rule can be expressed by Eq. (29).
The extracted watermark sequences W L (n, p) is the n version of watermarking sequence W L (p). And the length of
is extracted from the n version by using the statistical summation method, such as Eq. (30).
(3) The watermark sequence W L (p) is demodulated by the chaotic sequence O to obtain the watermark signal W * L (p). BER is calculated between W L (p) and the original watermark sequence W(p), as shown in Eq. (31). If BER< τ BER , then the detected watermarking information is available. Otherwise, the detected watermarking information of the frame is discarded. τ BER is the threshold of BER for watermarking extraction.
(4) All the available watermark sequences are counted to obtain the final low-frequency watermark sequence W L (p) until the entire watermark sequences of video frames are extracted.
B. WATERMARKING EXTRACTION ALGORITHM OF HIGH FREQUENCY
The steps of the watermarking extraction algorithm of high frequency are as follows:
(1) The watermarked video frame is transformed with contourlet transform to obtain high-frequency sub-bands in all directions. The high-frequency sub-band b (u, v) with the largest energy value is selected for watermark extraction.
(2) Similar to the embedding process, the sub-band coefficient b (u, v) is divided into 4 × 4 non-overlapping blocks and the adjacent coefficients b 1 (u 1 , v 1 ) and b 2 (u 2 , v 2 ) for watermark extraction.
(3) In accordance with the watermark extraction Eq. (32), the watermark signal W H (m, p) is extracted in each pair of adjacent coefficient blocks
(4) When the watermark signal sequences of all the video frames are extracted, the watermark signal sequence W H (p) to be demodulated is extracted from the m versions by using the method of statistical summation, as shown in Eq. (30). The chaotic sequence O is used to demodulate the watermark signal W H (p) for obtaining the final extracted watermark signal sequence in the video frame W * H (p).
VI. EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS A. EXPERIMENT OF TRANSPARECY
To evaluate the performance of the proposed algorithm, we intend to determine whether the proposed algorithm possesses high transparency. The experimental steps of the testing algorithm are as follows: (1) four standard video sequences are selected. Each of the selected video sequence contain 450 frames. The size of every frame is 720 × 480. The selected standard video is an uncompressed video sequence. The color format of each frame is YCbCr, as shown in Figure. 6 . (2) The Y channel of each frame is selected as the watermark embedding area, and the Y channel of each frame is subjected to contourlet transform. The number of high-frequency sub-bands k is 8. The decomposition layer j is 2. (3) The coefficient of the low-frequency sub-band and that of the high-frequency sub-band with the largest energy value are used to embed the watermark signals. Watermark signals are embedded in each video frame for 136 times, and the total embedded bit of each frame is 8164. PSNR is chosen as the evaluation measurement. The algorithm described in Section III, IV, V is used to embed watermarking signals into each frame of the video sequence. The PSNR value of each frame is calculated, and the PSNR value of the entire video sequence is the average of the PSNR values of all frames. Figure. 7 shows the PSNR values of every 10 frames for 4 video sequences. Table. 3 shows that the PSNR values of the video sequences for testing are approximately 49 db after watermark embedding by using the algorithm described in this article. Compared with the algorithm in [19] , the proposed algorithm presents higher PSNR value under the similar watermark embedding capacity. Therefore, the proposed algorithm possesses high transparency according to the objective evaluation of transparency.
B. EXPERIMENT FOR ROBUSTNESS
Different types of attack experiments are carried out to evaluate the robustness of the proposed algorithm. We use a video sequence ''whaleshow.yuv'' with a length of 150 frames and a size of 720 × 480 to perform a series of robust tests. First, each frame of the video sequence is embedded in the watermark by using the algorithm described in Section III. Then, the video frames with watermarking signals are subjected to geometric attacks, signal attacks, and H.264 compression attacks, respectively. Finally, the watermarking signals are extracted using the watermark extraction algorithm described in Section IV to calculate the similarity between the extracted watermark signal W * (p) and the original watermark signal W(p), as shown in Eq. (33).
1) EXPERIMENTAL RESULTS FOR GEOMETRIC ATTACKS
Four embedded video sequences ''whaleshow.yuv'', ''church.yuv'', ''brustlingleave.yuv'', ''horcerace.yuv'' are selected to be attacked by geometric transform. After SIFT and fine corrections, the synchronization between the watermarked and original video frame can be restored. The correct extraction rate of watermarking signals can be effectively improved. The robustness testing results of the four videos are shown in Table 4 . The ''whaleshow.yuv'' video sequence is used as an example to be detailed explanation the robustness experimental results of geometric attacks. In the scaling transform, when the scaling ratios are 1.2 and 1.5 times, the watermark information can be extracted correctly with an NC value of 1; when the scaling ratio is 0.9, the NC value is 1; when the scaling ratio is 0.7, the NC value is 1. For the small-angle rotation transformation, the proposed algorithm can effectively extract the watermark signals with an NC of 1. For large-angle rotation transformations, when rotated at 200 • , the NC value is 1. Under rotation with cropping at 20 • , the NC value is 1; under rotation with cropping at 35 • , the NC value is 0.965; under rotation with cropping at 200 • , the NC value is 1. When cropping at 25%, the NC value is 1. The experimental results for geometric attacks are shown in Table 5 .
2) EXPERIMENTAL RESULTS FOR SIGNAL ATTACKS
In addition to experiments for geometric attacks, experiments on signal attacks are performed. The experimental results for VOLUME 7, 2019 [11] and [19] .
signal attacks show that the proposed algorithm can correctly extract watermarking signals with an NC value of 1 under a brightness enhancement of 10%, a contrast enhancement of 10%, and histogram equalization. When 20% of salt and pepper noises are added to the embedded frame, the NC value of extracted watermarking signals is 1; when the Gaussian noise of a variance of 0.2 is added to the embedded frame, the NC value is 1. The experimental results for signal attacks are shown in Table. 6. 
3) EXPERIMENTAL RESULTS FOR VIDEO COMPRESSION ATTACKS
MPEG4 and H.264 are modern video compression standards. MPEG4 and H.264 are unintentional attacks, but they cause great destructiveness to the watermarking signals in videos. In this study, the video frames embedded with watermark information are compressed by MPEG4 and H.264, respectively. The watermarking signals are extracted from the compressed video frames to obtain the experimental results for attacks by the video compression standards. When MPEG4 compression is performed on the embedded video sequence, the compression rate is 2000 kb/s, and the watermark signal is extracted from the compressed video frame.
As the number of detection frames increases, the NC value is improved to 1. When H.264 compression is performed on the embedded video sequence, the watermark signal is extracted from the compressed video frame, and the NC value is 1. The experimental results for video compression attacks are shown in Table 7 . 
4) EXPERIMENTAL RESULTS FOR TAMPER ATTACKS
Tamper attacks refer to cropping, scratching, frame averaging, and frame switching of video frames. A frame is obtained from a video sequence for cropping. When the cropping ratio is less than 45% of the entire video frame, the watermarking signal is extracted from the cropping video frame, and the NC value is 1; when the video frame is subjected to scratching, the watermarking signal is extracted from the scratched video frame, and the NC value is 1. Frame averaging refers to obtaining several frames from a video. The watermark information is destroyed in the video by using the average of several frames. The watermarking signal is extracted from the averaging video frame, and the NC value is 1. Frame switching is performed to exchange some frames in the video and cannot significantly affect the visual quality of the video. The frame switching mode is exchanged between Y i (x, y) and Y i+1 (x, y). i = 1, 2, 3 . . . .149. The watermarking signal is extracted from the switching video frame, and the NC value is 1. The experimental results for tamper attacks are shown in Table 8 . 
C. EXPERIMENT FOR REAL-TIME PERFORMANCE
We investigate the real-time performance of the proposed methods. The tic and toc commands in MATLAB is used to record the computing time in seconds. Table 9 shows the average results of the 450 frames, wherein the parameters are the same as those for the robustness test.
We embed the same watermarking signals into the four video sequences and then detect and extract these watermarking signals. The proposed method meets the real-time requirements. The Wang's algorithm [11] took 1.032s and 0.857s, respectively, during the watermarking embedding and extraction process. The running-time of our proposed algorithm for four video sequences during the watermarking embedding process were 0.471s for ''whaleshow.yuv'', 0.385s for ''church.yuv'', 0.428s for ''brusting-leave.yuv'', 0.407s for ''horse-race.yuv'', respectively. The running-time of our proposed algorithm for four video sequences during the watermarking extraction process were 0.056s for ''whaleshow.yuv'', 0.054s for ''church.yuv'', 0.063s for ''brusting-leave.yuv'', 0.057s for ''horse-race.yuv'', respectively. The experimental results show that the running-time of our proposed algorithm during the watermarking embedding and extraction processes can meet the real-time requirement.
D. PERFORMANCE COMPARSION
We compare this proposed algorithm with Wang's algorithm [11] and Ling 's algorithm [19] . The normalized correlation (NC) is used as the detection measure in three algorithms. The experimental results in comparison with Wang's algorithm [11] and Ling 's algorithm [19] are shown in Table 6 . It can be observed that the proposed method has good robustness against the various attacks, which is listed in the Table 6 . As shown in Table 6 , regarding the performance against geometric attacks, our scheme is robust to rotation of up to 200 degree with cropping and the normalized correlation value is equal to 1.0. However, the normalized correlation value for Ling's algorithm is only 0.73 when the rotation degree increases up to 20, the normalized correlation value for Wang's algorithm is 0.95 when the rotation degree is 35. For scaling, our proposed scheme is robust when the scaling rate is down to 0.7 or up to 1.5, and both the correlation values are more than 1.0. In comparison, the correlation value of Ling's algorithm for scaling is from 0.80 to 0.91 when the scaling rate is down to 0.7 or up to 1.5. In term of aspect attack, our method can resist several aspect changes and the correlation values are equal to 1.0 while the correlation values of Ling's algorithm are not more than 0.93.
VII. CONCLUSION
In this paper, we present a dual watermarking algorithm with anti-geometric attack capability for videos. The proposed algorithm combines SIFT and fine corrections with the human visual masking characteristics of the contourlet domain. First, a low-frequency sub-band and a series of mid-/high-frequency sub-bands are obtained by contourlet transform for each frame in the video. Low-frequency subbands and high-frequency sub-bands with the largest energy values among others are selected as the regions to be embedded with watermarking signals. Second, the low-frequency sub-band coefficients are adjusted the ratio of coefficients in the coefficient histogram by using its invariance to conventional geometric attacks to embed watermarking signals. Third, a human visual masking model based on motion information of the contourlet domain is proposed. By using this model, the human visual masking threshold based on video motion information is obtained as the maximum embedded tolerance of watermarking signals. The high-frequency subband with the largest energy value among others in the contourlet domain is selected as the regions to be adaptively embedded with watermarking signals. Finally, SIFT is used to determine whether the video frame is subjected to geometric attacks. The geometrically attacked video frame is combined with the SIFT and fine correction results to obtain the corrected video frame. The watermarking signals are extracted from the corrected video frame. The experimental results show that the proposed algorithm is robust to conventional geometric, signal, and tamper attacks and can guarantee high transparency of the watermarking. 
